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Are we safer?” This has been the common question 
posed to evaluate the effectiveness of the increase 
in homeland security expenditures since 9/11. It 

is, however, the wrong question to ask. Of course we are 
“safer”—posting a single security guard at one building 
enhances safety, however microscopically.

The correct question is “Are we spending wisely?” At pres-
ent rates, the average American’s chance of being killed 
by a terrorist is about one in 3.5 million per year. How 
much more should we pay to make that even lower? 
We have already paid a lot. Leaving out interna-
tional expenditures such as those attending the 
terrorism-related (or terrorism-determined) wars 
in Iraq and Afghanistan, the increase in spending 
on domestic 
homeland 
s e c u r i t y 
over the 
past decade 
e x c e e d s 
$1 trillion.

But the 
m o n e y 
we’ve spent 
isn’t the 
problem—
t h o u g h 
it’s trou-
blesome. 
The prob-
lem is that 
we’ve spent 
$1 trillion 
w i t h o u t 
s u b j e c t -
ing it to 
standard 
cost-benefit 
met hods 
routinely 
applied to 
other haz-
ards such as earthquakes and hurricanes. If anything, the 
Department of Homeland Security has gone out of its way 
to ignore calls to conduct risk assessments. For instance, in 
2010, the Government Accountability Office declared that 
it would be “important” for Homeland Security to conduct 
a cost-benefit analysis of full-body scanners at airports, yet 
to date no such study appears to have been conducted.

GAO also requested that Homeland Security conduct a 
full cost-benefit analysis of the expensive process of scan-
ning every U.S.-bound shipping container. To do so would 
require the dedicated work of a few skilled analysts for 
up to a year. But Homeland Security replied that while it 
agreed that such a study would help “frame the discussion 

to better inform Congress,” to carry it out “would place 
significant burdens on agency resources.”

In general, Homeland Security’s risk assessment seems to 
be a process of identifying a potential source of harm and then 
trying to do something about it without evaluating whether 
the new measures reduce risk sufficiently to justify their costs. 
Or as one analyst puts it, “Security trumps economics.” One 

might darkly suspect this is the case because if the costs 
of protection from unlikely threats were sensibly cal-

culated following standard procedures, it would be 
revealed that vast amounts of money have been 
misspent. To wit: Using the same risk and cost-
effectiveness analyses Homeland Security applies 
to dealing with and planning for natural disasters, 

we found 
that to be 
d e e m e d 
cost-effec-
t ive the 
increased 
expendi-
tures on 
s e c u r i t y 
measures 
since 9/11 
would have 
to deter, foil 
or prevent 
up to 1,667 
otherwise 
s u c c e s s -
ful attacks 
per year 
r o u g h l y 
like the one 
attempted 
in Times 
Square in 
2010. That’s 
more than 
four attacks 
per day.

To be fair, politicians and bureaucrats do face con-
siderable political pressure on the terrorism issue. The 
public has difficulty with probabilities when emotions are 
involved; it also has a tendency to become preoccupied with 
low-probability, high-consequence events—e.g., the detona-
tion of a sizable nuclear device in midtown Manhattan. But 
that doesn’t relieve elected and appointed officials of their 
duty to make decisions about spending large quantities of 
public moneys in a responsible manner. Nor does it relieve 
them of their responsibility to inform the public honestly 
about the rather limited risk that terrorism presents.

By our count, New York City mayor Michael Bloomberg 
is the only politician to openly put the threat presented 
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by terrorism into context. In 2007 he pointed out that an 
individual has a greater chance of being hit by lightning 
than of being killed by a terrorist. “There are a lot of 
threats to you in the world,” he said. “You can’t sit there 
and worry about everything. Get a life.” It’s worth noting 
that the political backlash to his outburst was nonexis-
tent; in fact, two years later, he won a third term as mayor. 
It’s also worth noting that the United Kingdom spends 
half as much as the United States on homeland security—
proportionately at least. The same goes for Canada and 
Australia. Yet politicians and bureaucrats there don’t seem 
to suffer threats to their positions because of it.

Moreover, though domestic political pressures may force 
actions and expenditures that are unwise, they usually don’t 
precisely dictate the level of action and expenditure. And 
so while the public demands something be done about 
terrorism, nothing in that demand specifically requires 
removing shoes in airport security lines, requiring passports 

to enter Can-
ada or turning 
a large number 
of buildings 
into fortresses.

F u r t h e r , 
history dem-
onstrates that 
overreaction to 
terrorism isn’t 
r e q u i r e d —
a particularly 
salient lesson 
because by far 
the most cost-

effective counterterrorism measure is to avoid overreacting. 
Consider the two instances of terrorism that killed the most 
Americans pre-9/11: the 1983 suicide bombing in Lebanon 
that took the lives of 241 marines and the December 1988 
bombing of a Pan Am airliner over Lockerbie, Scotland in 
which 189 Americans perished. President Ronald Reagan 
responded to the Lebanon bombing by bringing home 
the remaining American troops there and making a few 
speeches. The official response to the Pan Am bombing, 
beyond seeking compensation for the victims, was to apply 
meticulous police work in an effort to apprehend the per-
petrators—a cautious, even laid-back approach that proved 
to be perfectly acceptable politically. For the most part, 
dedicated police work also defined the responses to the 
1993 bombing of the World Trade Center, the 2001 anthrax 
attacks and the 2005 London Underground bombing.

In the end, all our counterterrorism strategies should fol-
low such calm, methodical and, yes, cost-effective actions. 
Because when we give in to fear and spend resources irra-
tionally on regulations that save lives at a high cost, we 
forgo the opportunity to spend those same resources on 
regulations and processes that can save more lives at an 
equal—or lower—cost. So let’s take some of that irrational 
counterterrorism funding and reinvest it in a wide range of 
more cost-effective risk-reduction programs such as flood 
protection, vaccination and vehicle and road safety that 
would result in far more significant benefits to society.

John Mueller, a political science professor at Ohio State Uni-
versity, and Mark G. Stewart, a civil engineering professor at 
the University of Newcastle in Australia, are authors of Terror, 
Security and Money: Balancing the Risks, Benefits and Costs 
of Homeland Security.
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one thing washington can agree 
on: hands off military spending
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artisan bickering. Political gridlock. Right versus left. Our 
politicians can’t agree on anything. These phrases accom-
pany any and all political debate in Washington, D.C. 

We heard them endlessly during last summer’s debt-ceiling 
deal. But there’s no disagreement when it comes to one part 
of our federal budget: military spending. A quarter of every 
dollar Washington spends goes to defense. Such spending has 
increased without interruption since 1998. In 13 years the Pen-
tagon’s budget has more than doubled. From 2001 to 2009 it 
increased 70 percent, from $412 billion to $699 billion.

When people talk about Washington being out of control, 
they shouldn’t talk about taxpayer dollars being allocated 
to most domestic programs. Transportation represents just 
two percent of our total federal budget; education only three 
percent. Even welfare—that bête noire of the budget hounds—
amounts to roughly half of what we spend on defense.

We spend five times more on defense than any other coun-
try. The runner-up, China, spends $119 billion annually. The 
Chinese economy bears far less of a burden when it comes to 
military spending—2.1 percent of its gross domestic product 
compared with 4.8 percent for the United States.

Our Cold War nemesis spends $58.7 billion annually on 
military. That’s less than a tenth of what we pony up. But our 
13-year run of increases trumps any period when the U.S. was 
defending itself against the Soviet Union and the Chinese. 

In 1961, in the middle of the Cold War, President Dwight 
Eisenhower warned of the military-industrial complex: the mon-
etary relationships between Congress, the military and companies 
that benefit from making weapons. Lobbying by those companies 
is part of getting business done; the defense industry is armed 
with one of the most powerful lobbies in Washington. The sector 
has 1,050 lobby-
ists representing 
nearly 375 cli-
ents, according 
to the Center 
for Responsive 
Politics. In 2010 
alone, defense 
lobbyists spent 
$145.9 million on 
our politicians. 
Nearly $24 million 
was contributed 
in 2008 to cam-
paigns of political 
candidates.

Money was evenly split between members of both parties, 
according to the Center for Responsive Politics reports. And dur-
ing the 2010 cycle, Democrats received 54 percent. So it’s little 
wonder that the only calls for meaningful cuts in defense have 
come from the fringes of the political spectrum—from pacifists 
and libertarians. Any talk about fiscal responsibility is met with 
charges of not being patriotic or not supporting our troops.

Even when defense spending declined during the post–
Cold War 1990s there was no discussion about bringing 


